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Overview

0 Introduction: Cryptography, £ and NP complexity classes.
© Maths & Notation: Define notation and recall maths.

© Cryptosystem: The Merkle-Hellman Scheme.

@ Cryptanalysis

© Lattice Reduction: Example

@ Lattice Problems
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Introduction

The scale of theoretical complexity from the easiest to the hardest is
arranged as shown in figure 1. Out of curiosity, do you want # to be equal

to NPor not?

NP-Hard

NP-Hard

NP-Complete

P = NP
= NP-Complete

Complexity

P # NP P=NP

?
Figure 1: ® € P € NP c NP-complete ¢ NP-hard c £,
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Introduction

@ Cryptography operates around P problems disguised with special
information as NP problems.

© Someone missing the special information is forced to treat
cryptographic problems as NP.

© We will refer to such P problems disguised with special information as
NP-imposter problems. E. g., for Rivest-Shamir-Adleman (RSA),

n=pq Special Information
m= ced mod ¢(n) mod 7
d=e' mod ¢(n)

e(n) =(p-1D(g-1)
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Introduction

@ Prime factorisation is not proven as NP-complete [3].

© Merkle and Hellman tried to base a cryptosystem on a proven
NP-complete problem in the 1970s [4] [8].

© The particular NP-complete problem is known as the Knapsack
Problem or the Subset Sum problem.

@ We solve an instance of this problem, each time we make change.

M ={1,5,10,25} Coin Denominations
S =31 Change
M > {1,5,25}
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Maths & Notation

Let @ and b be two linearly
independent vectors spanning R2.
Note that a and b are not orthogonal.

) a-b
a1 = proj,(a) = (n) b

Figure 2: Projection of a onto b, i. e,
ay = proj,(a).
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Maths & Notation

Now, note that as and b are

orthogonal.
a1+ azx=a

az = a— a1

= a - proj,(a)
a-b
=a—-[—1]0
(53]

=a—pb

= a-b Figure 2: Projection of a onto b, i. e,

b-b ay = proj,(a).
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Maths & Notation

The technique of projections to achieve an orthogonal basis is generalised
as the Gram-Schmidt process [4]. Let vy, 2, Vo, . . ., Uy, be a set of linearly

independent vectors forming a basis of R", then we define the orthogonal
basis as uj, ug, U, . . ., Up,.
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Maths & Notation

U = v
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Maths & Notation

U = v

vy — proj,,, (v2)

u2
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Maths & Notation

Uy = U1
vy — proj,,, (v2)

ug = vz — proj,, (vs) — proj,, (vs)

u2
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Maths & Notation

Uy = v
vy — proj,,, (v2)
ug = v3 — proj,, (v3) — proj,, (vs)

Uy = vy = proj,, (vs) = proj,, (va) — proj,, (v4)

u2
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Maths & Notation

Uy = v
vy — proj,,, (v2)
ug = v3 — proj,, (v3) — proj,, (vs)

Uy = vy = proj,, (vs) = proj,, (va) — proj,, (v4)

u2
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Maths & Notation

Uy = v
uz = v — proj,, (v2)
ug = vz — proj,, (vs) — proj,, (vs)

Uy = vy = proj,, (vs) = proj,, (va) — proj,, (v4)

Up, = Vp, = PIOj,, (vp) — proj,, (vp) — projuB(vn) — -+ = Pproj, (vn)

Tashfeen, Ahmad (OU) General Exam Fall 2023



Maths & Notati

Uy = U1
V2 - U1
U =V —|—— | U1
Uy - up
U3 - U U3 - U2
U3 =3 —|— U1 —|—— | U2
Uy - up U2 - U2
_ V4 - U V4 - U2 V4 - U3
UWp=Vp—|— U —|——— | UW—|— | ug
Uy * Uy U * U2 us - U3
_ Vpuq U ug vnug v Uy q
Up = U"L_(u?ul )ul_(u;ug )UQ_(ug«ug )“3_“‘_(%?12”,1 )u”’l
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Maths & Notation

U' . u.
Let p;; = (ul j.) for ¢ > jthen,
j U
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Maths & Notati

up = U1
U = Vg — Ho1UL
U3 = U3 — H3,1U1 — H3,2U2

Uqy = Vg — Ha1U1 — H4,2U2 — H4,3U3

Up = Up — Ap1 U1 — Hp2UW2 — Hp3U3 — - — Hpn—-1Un-1
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Maths & Notation

Let u be an n by n lower-triangular Gram-Schmidt coefficients matrix
defined as,

[ 0 0 0 0 0
po1 O 0 0 0
_|Hs1 Hs2 0 0 0
F=lpan paz a3 0 0
[Hn1 Hn2  fn3 cc Hnn-1 O]
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Maths & Notation

import numpy as np

def proj(u, v): # projecting v onto u
mu = (v @ u.T) / (u@u.T)

1
2
3
5 return mu * u, mu
6
T
8

def gram_schmidt(B):
; U, Mu = np.array(B, dtype=B.dtype), np.zeros(shape=B.shape, dtype=B

.dtype)
9 for i in range(l, B.shape[1]):
10 for j in range(i):
11 projection, Mu[iI[j] = projCul:, jI, B[:, i)
12 UL:, i] -= projection
13 return U, Mu

Listing 1: Vector projection proj, (v) and Gram-Schmidt orthogonalisation.
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Maths & Notation

We define the knapsack problem as, for any M € N", S € Nfind z € {0,1}"
such that,

M-z=S5
From the changing making example,
M =11,510,25],z=[1,1,0,1]

Then,
M -z =31 cents.
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Maths & Notation

Euclidean Space Let B be a basis matrix with d linearly independent
column vectors {1 < i< d: v; € R"}. For d=n,

R" = {z e R?: Bz}

This is trivial, but as sanity check, we inspect the dimensions,
dim(B () 2(41)) = (1, 1).
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Maths & Notation

Euclidean Space Let B be a basis matrix with d linearly independent
column vectors {1 < i< d: v; € R"}. For d=n,

R" = {z e R?: Bz}

This is trivial, but as sanity check, we inspect the dimensions,
dim(B () 2(41)) = (1, 1).

Lattices Restrict z € Z% i. e., Bz to only the integral linear
combinations and allow d # n, we obtain a lattice,

L={zeZ%: Bz}

The dimension of the lattice is dim(L) = d, i. e., the number
of vectors in the basis matrix B.

Tashfeen, Ahmad (OU) General Exam Fall 2023



Maths & Notation

Euclidean Space Let B be a basis matrix with d linearly independent
column vectors {1 < i< d: v; € R"}. For d=n,

R" = {z e R?: Bz}

This is trivial, but as sanity check, we inspect the dimensions,
dim(B () 2(41)) = (1, 1).

Lattices Restrict z € Z% i. e., Bz to only the integral linear
combinations and allow d # n, we obtain a lattice,

L={zeZ%: Bz}

The dimension of the lattice is dim(L) = d, i. e., the number
of vectors in the basis matrix B.

Knapsack Lattices Lattices where B € Z™ ¢ are called the Lagarias-Odlyzko
lattices [1].
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Maths & Notation

Both B and B’ span the same space, i. e., R2, but not the same lattice.

500

g |47 % :
~|215 460 =1
, [0 50 L
B = l5() 0} ot

Figure 3: Lattice spanned by B and B’.

How may we obtain an orthogonal lattice basis? Does one exist?
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Super Increasing Sequences These are sets M’ = {1/, 7, 75, - -+, 7.} with
T;'+1 Z QT;

What’s an example? You’ve seen one.
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Cryptosystem

Super Increasing Sequences These are sets M’ = {1/, 7, 75, - -+, 7.} with
72+1 Z 272

What’s an example? You’ve seen one.
Coin Denominations M = {1, 5,10, 25}

1 x = [0 for i in M_] # Hoffstein Prop. 7.5 (pg. 379)
> for i in range(len(M_)-1, -1, -1): # Loop i from n down to 1

3 if S_ >= M_[i]: # If S >= M'[1],

4 x[i] = 1 # set x[i] = 1 and

5 S_ = S_ - M_[i] # subtract M'[i] from S
6 else: # Else

7 x[i] = © # set x[i] = 0

Listing 3: Linear time algorithm for super increasing sets M_ = M.
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Cryptosystem

The Merkle—Hellman scheme [4] is as follows,

Alice Eve | Bob
Pick M’ = [r/,..., 7], such that r{ > 27,7, > 27/
Pick A, Bwith B > 27/ and gcd(A4, B) = 1.
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Cryptosystem

The Merkle—Hellman scheme [4] is as follows,

Alice Eve | Bob
Pick M" = [r/,..., 7], such that 7} > 2", v/ > 27/
Pick A, Bwith B> 27/ and gcd(A, B) = 1.
M
Let r; = A7, mod B& M= {r, e M :r;} M
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Cryptosystem

The Merkle—Hellman scheme [4] is as follows,

Alice- Eve Bob
Pick M" = [7/,..., 7], such that | > 2%, v, > 27/
Pick A, B with B> 2r/, and gcd(4, B) = 1.
M
Let r; = Ar, mod B& M= {r,e M : r;} M
S
S S= Mz
(M, S is O(n). (M, S) is NP-imposter.

Tashfeen, Ahmad (OU) General Exam Fall 2023



Cryptosystem

The Merkle—Hellman scheme [4] is as follows,

Alice- Eve Bob
Pick M" = [7/,..., 7], such that 7}, > 2%, v, > 27/,
Pick A, Bwith B > 27/, and gcd(4, B) = 1.
M
Let r; = A7, mod B& M= {r,e M : r;} M
S
S S= Mz
(M, S") is O(n). (M, S) is NP-imposter.

Let & = A~'S mod B.
Solve (M", §') — .
We have Mz = 5.
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Cryptosystem

We know that M"z = " if and only if S'= Mx.

S =A"1'S mod B
= A"'Mz mod B Bob’s Encryption S = Mz

= Z A Yr;z; mod B Since M= {r, e M : r;}
=1

= Z A (Ar)z; mod B Since r; = A7

=1
n
527";-33{ mod B
=1
= Mz mod B
=Mz Since Mz < v + 1y +15+,...,77, <21, < B
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Cryptanalysis

Any general knapsack problem (M, S) can be solved in O(2%).

ML:{1§i< ng+1:MZ-}, MR:{[gJ+1§isn:Mi}

Let b;(7) = |_2—Z7J mod 2.

Llg ]
L= {o <i<2U8)m=(0<j< g b0}, > xijMLj}

7=0
. Llg ]

R= {o <i<2l3lig={0<i< Ugil: b)) ). xi,jMRi}
=0

Read the written potion. Quob
ERAT
DEMm |
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Cryptanalysis

We show an example where M = {2,3,5,7,11,13} and S = 26,

_— O = O M= OO
_— - OO O =M= OO

= E R RO o oo

[ —

0
7
11
13
18
20
24
10/ |31

O g Ot Ot Ww N O

L(’l + fo,l € {10,

— 7]

RO R R~ROORO

—_—_ O = O = OO

11
13

=== o = O OO
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Cryptanalysis

We show an example where M = {2,3,5,7,11,13} and S = 26,

0 0 0] 0] O «#] O O O]
1 00 2 7T 7 1 00
010 9 3 11 010 -
1 10 3l = ) N 13 _ 0 01 11
0 0 1 5 ) 18 1 10 13
1 01 7 20 1 01
0 1 1 8 24 0 1 1
11 1 e > 10| |[31 | 1t 11
L(’l + fo,l E {10, 17, }
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Cryptanalysis

We show an example where M = {2,3,5,7,11,13} and S = 26,

0 0 0 0] [0 «#] [0 0 0]
100 2 7 <~ |1 00
0 1 0| 3| |11 x| |01 0.
11 0|[5_ 51, (13 _oo 1
0 0 1f|; 5(7 (18 11 0[],
10 1 71 |20 10 1
01 1 8| |24 01 1
11 1] e 10| [31 | 11 1]
Loy + R,1 € {10,17,21, }
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Cryptanalysis

We show an example where M = {2,3,5,7,11,13} and S = 26,

0 0 0] 0] [0 «=#»] [0 0 O]
100 2 7 —# |1 00
0 1 0| 3| |11 x| |01 0.
11 0|[5_ 51,118 <~ _[0 0 1]
0 0 1f|; 5|7 |18 11 0[],
101 71 |20 10 1
01 1 8| |24 01 1
11 1) e 10| [31 | 11 1]
Lex + R,q € {10,17,21, 23, }
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Cryptanalysis

We show an example where M = {2,3,5,7,11,13} and S = 26,

0 0 0] 0] [0 «#] [0 0 0]
100 2 7 —# |1 00
0 1 0| = I e I (U ] e
11 0|[5_ 51,118 <~ _[0 0 1]
0 0 1f|; 51718 | 7|1 10|,
101 71 |20 10 1
01 1 8| |24 01 1
11 1 e > 10| |[31 1 1 1]

Let+ R, € {10,17,21,23,28, }
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Cryptanalysis

We show an example where M = {2,3,5,7,11,13} and S = 26,

0 0 0] 0] [0 «#] [0 0 0]
100 2 7 —# |1 00
0 1 0| = I e I (U ] e
11 0|[5_ 51,118 <~ _[0 0 1]
0 0 1f|; 51718 | 7|1 10|,
101 71 |20 10 1
01 1 r— 8| |24 01 1
11 1 e > 10| |[31 1 1 1]

Le1 + R,1 € {10,17,21, 23,28, 26}

We recovered z = [0,1,1,1,1,0] in less than 26/2 = § steps.
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Cryptanalysis

Both B and Gram-Schmidt(B) span the same space, i. e., R2, but not the
same lattice.

47 95
8= l215 460]
Gram-Schmidt(B) 200 |

[ 47 —155875/48434]

100 4

215  34075/48434

Figure 4: Lattice by B and Gram-Schmidt(B).
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Cryptanalysis

@ A K. Lenstra, H. W. Lenstra, L. Lovasz published general lattice
reduction algorithm (LLL) in 1982 [6].

© LLL reduces any general lattice in polynomial time of,
O(n?log n + n? log max(B))

© |M] = n corresponds to the number of coordinates in any given lattice
vector.

@ max B is defined as the basis vector with the largest euclidean norm.
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Cryptanalysis

def lovasz_condition(G, Mu, k, delta):
c = delta - Mu[k][k - 1]%%2

1

2

3 return G[:, k] @ G[:, k].T >= ¢ » (G[:, k - 1] @ G[:, k - 1].T)
5 def 111(bad_basis, delta=8.75):

6 B = np.array(bad_basis)

7 G, Mu = gram_schmidt(B) # G are the Bx

8 k, n =1, B.shape[1] - 1

9 while k <= n:

10 for j in range(k - 1, -1, -1):

11 if abs(Mu[k]I[j1) > 0.5: # size condition not satisfied
12 B[:, k] -= round(Mu[kI[j1) = B[:, jI

13 G, Mu = gram_schmidt(B)

14 if lovasz_condition(G, Mu, k, delta):

15 k =k +1

16 else:

17 B[:, [k, k - 111 = B[:, [k - 1, k]] # swap

18 G, Mu = gram_schmidt(B)

19 k = max(k - 1, 1)

20 return B

Listing 4: Tashfeen’s Python implementation of the general LLL lattice reduction algorithm.
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Cryptanalysis

It is here, where we use the specialised construction of the Gram-Schmidt, i.
e., the Gram-Schmidt coefficients matrix,

U+ Uj
i ]) for k> j.
j * Uj

Mu=pu < Mulk][j] :lllaj:(
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Cryptanalysis

Both B and LLL(B) span the same space, i. e., R2, and the same lattice.

300

47 95

~ 215 460
140

LLL(B) = [30 5]

Figure 5: Lattice spanned by B and LLL(B).
Note that LLL(B) is short and almost orthogonal.
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Cryptanalysis

We set up a lattice based attack on the Merkle-Hellman scheme.
Recall that r; € ©(227),

S———— S——
B 7, % 7,
Consider basis k¥ € Z%? with dim(x) = d = n+ 1,
(2 0 0 --- 0 1]
0 2 0 --- 0 1
o 0 2 --- 0 1
K= .
0 0 O 2 1
| e o3 e 1 S
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Cryptanalysis

The lattice spanned by ¥ must have a vector that is the result of the
following linear combination due to z,

—2 0 0 0 1- —Il- —2:E1—1- —21‘1—1-
0 2 0 0 1 T2 2.%2—1 2$2—1
0O 0 2 --- 0 1ffa3 223 — 1 223 — 1
t=1. . . .. L= . = )
o 0 0 --- 2 1f|x, 2x, — 1 2%, — 1
rn o2 o3 e o S| -1 [M-2z=S5] | O
Therefore,

2€{0,1}" =2z, - 1=+1= ||| = Vn

[|7]] is at a stark contrast with the other vectors in the lattice spanned by x
due to the relative size of r; € ©(22")
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Lattice Reduction

Eve has,

S =2002491457667039
M={[ry, 2,73, -, 125]
= [67108861, 134217725, 268435453, 536870909, 1073741821, 2147483645,
4294967293, 8589934589, 17179869181, 34359738365, 68719476733, 137438953469,
274877906941, 549755813885, 1099511627773, 2199023255549, 4398046511101,
8796093022205, 17592186044413, 35184372088829, 70368744177661,
140737488355325, 281474976710653, 562949953421309, 1125899906842621 |

And the encoding table,

i} A B T Y Z
0 1 2 |--- | 20 25 26
00000 | 00001 | 00010 | --- | 10100 | 11001 | 11010
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o'
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o
ot
<
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Eve generate the bad basis .

o D

OO0 OOCOOCOOCOOCOOOOO0OO0OOCOOOAN

OO0 O0D0O0O0OOO0OCOOO0OOOOO0OOOOCOONO

[=lejolojojslojojlojojojlojolojolelolelololalo)a Nejo]

OO0 O0OO0OO0COO0OOCOOOOOCOOoOOO0ONOOO

OO0 OOCOOCOOCOOCOODODDODODOO0OONOOCOCO

OO0 OO0COOCOOCOOCOOOOOOONOOOCO0O

OO0 O0ODO0OOODOCOOOODOOOoONOOOOOO

OO0 O0OOCOO0OOCOCOOOOOoONOOOOCOOO

OO0 OOCOOCOOCOOCODODODONOOOOCOOCO0O

OO0 OOCOOCOOCOOCOOOoONODOOCOOCOOCO0O

OO0 O0ODO0OOODOCOOOONODOOOOOOCOOO

OO0 O0O0O0OOCOOOCOCONOODOOOOOOCOO0O

OO0 O0O0OO0OOO0OOCOOoONOOOOOOOOOCOOO

OO O0OOCOOCOOCOOCONODOODOODOOOOCOOCO0O

OO0 O0O0ODOOONOOOOOOOOOOCOOOO

OO0 OOCONOCOOOOOODOOO0O0OOCO0O
OO0 O0OO0OOCONOCOODOOOOODOOOOOCOO0O
OO0 OOCONOOCOOCODODODODODOOOOCOOCO0O
OO O0OOCOONOOOCOOCOOODOODOO0OOCOOCO0O
OO0 O0ONOOOOCOOOOOOOOOOOCOOOO
OO0 O0ONOOOODOCOOOOOOOOOOOOCOCOO0O
OCOONOOOCOOOCODOOOOOOOOO0OCOO0O
OCONOOOODOOOCOOOOOOOOOOOOOOO0O
ONOOCOOCOOCOOCOOCODODODODODOO0OOCOOCOC0O
NOOOCOOCOOCOOCOOCOOODOOOO0OOCOOCO0O

T1 T2 73747576 T7 T8 79 T10 T11 T12 713 T14 T15 T16 T17 718 T19 T20 721 722 723 724 725

Il
%

&
<
X
i}
E
o
G}
o
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o
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Eve computes LLL(x).

80082466686404068488422069
56656667929316779305554393
AAAANNNNND DI 0MFOODO RO OO0 D p
44444444444445683194579562
L e et e el el el el el e el el el el el Sl Sl i e el = R I
HH A A A A A A A A A A A A A A A A AN M0
HeAA A A A A A A A A A A A A A~ A~~~ NN

00000000000000000000000%23
0000000000OOOOOOOOOOOOA_’QOIU

000000000000000000000%2003

00000000000OOOOOOOOOA_’QOOOS
‘I_fl_fl_Alnwll.I,A3111.|_f|_‘1_|_‘10w1_;\_u11_A1110
I R A A A A R A AT K R k)
cooooocococococcocoococoo fanoooooom

00000000000000004‘200000003

00000000000000042000000003

00000000000000420000000003

= T T T = = T T T T T e T e

00000000000004200000000003

00000000000042000000000003

00000000000%‘20000000000003

00000000004200000000000003

00000000042000000000000003

00000000%20000000000000003

00000004200000000000000003
00000042000000000000000003
OOOOOA_n20000000000000000003
0000%200000000000000000003
000%2000000000000000000003
OOA_n20000000000000000000003
OA_an00000000000000000000003

A_anOOOOO0000000000000000003

&
<
X
i}
E
o
G}
o
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Eve computes LLL(x).

WVOQVANHOOOVNOHO OV FHWVOHIANND O o
VOO OOO-PNRN OO F MO
22222222233—083460969608458
FHFFF SIS SIS SIS FIOOONADF IO DO O
SIS IS0 MmO ®
HH A A A A A A A A A A A A A AT AN NN F D F
B R R R e B R B R R R R aa Ea h e R T A HoA)

00000000000000000000000425

<

[eisjojclojojololcjiojelojolelojelelolelo)elo]

2
0
3

00000000000000000000042003
00000000000000000000%20003
FTT P a=Tamm= T T =T =P TR T ==
To e T T T T = T TR T T T o
00000000000000000420000003
OOOOOOOOOO0000004200000003
OOOOOOOOOO0000042000000003

00000000000000420000000003

Frm T =7 =77 7= 7779)

00000000000004200000000003
00000000000042000000000003
00000000000%20000000000003
00000000004200000000000003
OOOOOOOOOA,:2000000000000003
OOOOOOOOA,’20000000000000003
0000000%200000000000000003
000000%2000000000000000003

OOOOOA_a20000000000000000003

OOOOA_a200000000000000000003

OOOA_a2000000000000000000003

OOA_120000000000000000000003

OA_1200000000000000000000003

A_a2000000000000000000000003

=
<
X
i}
E
o
G}
o
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Eve verifies,

Il = Vn=V25=5

She then lets,
r=t-1=1[0,0,0,1,1,0,1,0,0,0,0,0,1,0,1,0,1,1,1,0,0,0,1,1,1] mod 3
Breaks z per encoding,

00011 01000 00101 01110 00111
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Eve verifies,

]| = Vn=V25=5

She then lets,
zr=t-1=1[0,0,0,1,10,1,0,0,0,0,0,1,0,1,0,1,1,1,0,0,0, 1, 1, 1]
Breaks z per encoding,

00011 01000 00101 01110 00111

l l ! l \
3 8 5 14 7
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Eve verifies,
1Yl =Vn=v25=5

She then lets,

=¢t-1=1[0,0011010,0,0,0,0,1,0,1,0,1,1,1,0,0,0,1,1,1] mod 3
Breaks x per encoding,

00011 01000 00101 01110 00111

l l l l l
3 8 5 14 7
J l l l l
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Lattice Problems

Shortest Vector Problem (SVP) The knapsack problem is at most as hard as
the problem of finding the shorted vector in a lattice.

Shortest Vector Length Unlike knapsack lattices, the length of the shortest
vector A1 (L) is unknown in the general case.

(L) < ya(det £)Y4
d

det L < 1_[ [104]] Correlated Orth. & Equality
i=1

Hermite’s constant yg is only known for d < 9.
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Lattice Problems

Three easier problems,

Hermite-SVP For a > 0, find a vector v € £ such that ||v]| < a - (det £)'/<.
Approx-SVP For a > 0, find a vector v € L such that ||v]| < a - A1 (L).

Unique-SVP For g > 1, such that A2(L£) /A1 (L) = g, find the unique
shortest ve L.

Any algorithm that solves the Hermite-SVP with an approximation factor of
a also solves the Approx-SVP with a2 [7] [1].
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Lattice Problems

Hermite «'/¢ | LLL BKZ | DEEP
Empirical | 1.0219 | 1.0128 | 1.011
Theoretical 1.0754 | 1.0337 | 1.075

25

Hermite Factor

0 20 40 60 80 . 100. 120 140 160 180 200
dimension

Table 1: Hermite factor gap for LLL, BKZ and DEEP where 1 < d < 200 from by

Gama et al [1].
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Lattice Problems

For LLL,
) 4 15}1—1X2 4 15%—1
a” =1|—- = | =
3 3

Judging key size of 150 using the theoretical upper bound,

151-1
2

(g) < 2346417266

Judging key size of 150 using the empirical upper bound,

151-1

(1.0219)" 2 <5.1

For the example we showed with key n = 26,

1.0754%%2% &~ 38 > 3 ~ 1.0219%%%5
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Conclusion

We spoke about # and NPand an attempt in NP-complete based
cryptosystem.

The NP-complete problem was the knapsack problem.

We saw different lattice reduction algorithms and how they can used to
solve the knapsack problem.

We observed a gap in theoretical upper bounds on lattice reduction
algorithms and empirical estimates.

© ©6 0606 o

We saw this gap playing out in key sizes.
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Thank You!

Questions?
Ty T T T
G—t—— I P i BEE
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